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CHAPTER
ONE

1 FREQUENTLY ASKED QUESTIONS (FAQS)

If your question isn’t answered here try the Matrix.org FAQ or the Matrix Knowledge Base.

Contents

* | Frequently Asked Questions (FAQs)
* 2 Matrix

— 2.1 What is federation?

2.2 Where are rooms stored?

2.3 What client should I use?

2.4 What is the difference between Matrix and Riot?

2.5 What are room tags?
— 2.6 What are room versions? What does room version 4 (or 5) give me?
— 2.7 Should I upgrade to room version 4 (or 5)?
* 3 Riot
— 3.1 Whatis Riot?
— 3.2 What are the people and room sections? Can I create custom sections (room tags)?

3.3 What is a device?

3.4 Why does my device ID change all the time?

3.5 I've hidden a community. How to I put it back in the sidebar?



https://matrix.org/docs/guides/faq
https://gitlab.com/Matrixcoffee/matrix-knowledge-base/blob/master/MatrixKB.org
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CHAPTER
TWO

2 MATRIX

2.1 2.1 What is federation?

Federation means that all Matrix servers are able to send messages to each other. It means that it doesn’t matter if you
join a large public server or self host, you can still talk to anyone on any other server.

See also Wikipedia’s article on federation. Note that the dictionary definiton of federation often reads something like
“a group of states with a central government...”. This is not how the term federation is used when talking about
computers. Matrix has no central server. Matrix.org is just like any other server that speaks the Matrix protocol, it has
no special powers, authority, or meaning.

2.2 2.2 Where are rooms stored?

Rooms are stored on all homeservers that participate in the room. If one server goes down, it only affects the users
that have their accounts on that server. For example if matrix.org goes down, matrix.org users won’t be able to talk but
everyone else in #matrix:matrix.org can continue talking. When matrix.org comes back up its users can start
talking again and will be able to see the messages that were sent while it was down.

But the room ID you say. “Itis !QtykxKocfZaZOUrTwp:matrix.org. You see, right there it says matrix.org,
that means that is a matrix.org room! This is centralized after all!” No that’s not what that means. Matrix rooms need
a unique identifier since room aliases can be reassigned at any time. That is just an unique room ID. It is a federated
system, so to ensure that the ID is unique the room ID includes the name of the server that created it. It is possible that
the server mentioned in the room ID may not even exist anymore. The room still works just fine.

2.3 2.3 What client should | use?
2.4 2.4 What is the difference between Matrix and Riot?

2.5 2.5 What are room tags?

You can use room tags to organize your rooms. The default tags are called favorites and low priority. In Riot, you can
mark a room as a favorite and it then be moved to the favorites section. Rooms can have multiple tags but some clients
(namely Riot) will only put a room in one section. Quaternion and https://tags.t2bot.io are two clients that support
creating room tags.



https://en.wikipedia.org/wiki/Federation_(information_technology)
https://tags.t2bot.io
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2.6 2.6 What are room versions? What does room version 4 (or 5)
give me?

Ideally room versions wouldn’t need to exist but there were some bugs that were found in the way rooms worked
initially. Additionally there have recently been a lot of ideas about how to make Matrix even more decentralized and
private. With portable accounts you could log in to any Matrix server and wouldn’t be stuck if the one you signed up
for went offline. For both of these reasons, some things about how rooms work had to be changed. Room versions just
describe how your room works, which algorithm it uses and

2.7 2.7 Should |l upgrade to room version 4 (or 5)?

Probably not yet. All versions other than version 1 (the default) are still in testing. Even once they are stable, upgrading
aroom isn’t a seamless transition. Users are not automatically put into the new room. In public rooms users will get a
link to join the new room. In invite only rooms, users have to be manually invited. The upgrade process is really only
designed for public rooms. Most private rooms should stay on the version they were created with.

Also note that while all well behaved clients should work with any room versions, only Riot and Quaternion support
the room upgrade process.
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CHAPTER
THREE

3 RIOT

3.1 3.1 What is Riot?

3.2 3.2 What are the people and room sections? Can | create custom
sections (room tags)?

The people and room sections are just there to help you organize your rooms better. There is no difference between
the rooms in any section. You could mark a room with 1000 people in it as a direct chat so it showed up in the people
section or you could remove the direct chat tag from a room where you were just talking to one other person.

3.3 3.3 What is a device?

3.4 3.4 Why does my device ID change all the time?

You probably logged out (or have your browser set to clear out everything when you close it). Riot is designed for you
to stay logged in. You should only sign out if you are using Riot on someone else’s computer.

3.5 3.5 I've hidden a community. How to | put it back in the sidebar?

Click the communities icon near the lower left corner of Riot (icon looks like two people), then drag and drop the
community you want back to the sidebar.
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CHAPTER
FOUR

WHAT IS MATRIX?
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FIVE

GETTING STARTED WITH MATRIX
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CHAPTER
SIX

WHICH MATRIX CLIENT SHOULD | USE?
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CHAPTER
SEVEN

WHAT’S NEXT?
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CHAPTER
EIGHT

MATRIX USER DOCUMENTATION

Another Matrix documentation project. I know, there are several however none of them aim to actually be a handbook
for using Riot or any other clients. I would like for this to become a place where you can find “The (unofficial) Riot
Handbook” or “The (unofficial) Quaternion Handbook™ as well as a place where you can find answers to more of your
FAQs. I'm still working on writing these but would love help from the community.

Even if this just ends up being a place for me to store my canned answers to Matrix related questions, I'll consider that
a success. I have tried to contribute to other related projects like matrix-knowledge-base but Coffee seems to be MIA
at the moment.

You can view the most up to date version of the documentation online at http://mud.raim.ist/en/latest (for some reason
https isn’t quite working yet).

You can also download the documentation in HTML, PDF, or Epub formats from: https://readthedocs.org/projects/
matrix-user-documentation/downloads/

8.1 How to contribute

git clone https://github.com/aaronraimist/matrix-user-documentation.git
cd matrix-user-documentation

virtualenv -p python3 env

source env/bin/activate

pip install -r requirements.txt

make livehtml

Make your changes and watch them at http://127.0.0.1:8000/. When you are ready to submit a pull request you can
optionally run doc8 which will tell you if you have any style issues. The main thing to note is that the maximum line
length for anything other than titles is 72 characters. If you don’t fix these style changes before you submit, I'll fix
them for you.

You can check for dead links with

’make checklinks

8.2 Why does this use reStructuredText?

Yeah I know. I don’t really like it either but it turns out using Markdown for documentation isn’t a great idea.
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https://gitlab.com/Matrixcoffee/matrix-knowledge-base
http://mud.raim.ist/en/latest
https://readthedocs.org/projects/matrix-user-documentation/downloads/
https://readthedocs.org/projects/matrix-user-documentation/downloads/
http://127.0.0.1:8000/
http://www.ericholscher.com/blog/2016/mar/15/dont-use-markdown-for-technical-docs/
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CHAPTER
NINE

RIOT

Riot could be considered the flagship Matrix client. It is made by many of the same people that write the Matrix spec
but it is just one Matrix client. Your account works with any Matrix client. You can find many more using Try Matrix
Now

% Victor ' Holiday plans

" Holiday Calendar
Q Filter by name

v Victor
< FAVOURITES Either the last week of this month, or the first week of next. | can't see any conflicts with anyond R
else so | presume either would be ok? week of next. | can't see any conflicts with
0 Off site planning anyone else so | presume either would be ok?
) Either of those are fine! vi
i . ictor
' Holiday plans Thinking of going anywhere in particular? % S
‘ T AU

Paul, Michal, Giorgio... € Victor

I haven't been skiing in a while, and need to practise my French. So, France!

-
~ PEOPLE Victor
@ Ve Crawiord '5
. Susan Butler
a Paul ®
6 Lisa Hil
0 Arthur Moreno e
o
%; Cindy ®
':{? Michal

Paul

[

Either the last week of this month, or the
first week of next. | can't see any conflicts
with anyone else so | presume either would
be ok?

Either of those are fine!

Thinking of going anywhere in particular?

Victor
I haven't been skiing in a while, and need to
practise my French. So, France!

9 Random [1]

Send a message A Q
Send a message N

Download alps jpg (700kb) a Paul
Nice. Just add whichever week te the

ROOMS @ Paul calendar once you've decided.
Nice. Just add whichever week to the calendar once you've decided.
:a Dog walkers ?hcm; o
anks, will do!
Victor 060
Thanks, will do!

9.1 Riot Web / Desktop

Riot web is. ..

9.2 Riot Android

Riot Android is a native Matrix client for Android.

17


https://matrix.org/docs/projects/try-matrix-now.html
https://matrix.org/docs/projects/try-matrix-now.html
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9.2.1 RiotX

RiotX is the code name for the future version of Riot Android. It is a rewrite of Riot Android written in Kotlin and a
new radically different UL

What is RiotX

RiotX is just the future version of Riot Android. It is a complete rewrite to make it more performant and to completely
change the interface. RiotX is just a name to seperate it from Riot Android while it is being developed. It will become
Riot Android in the future.

9.3 Riot iOS

Riot iOS is a native Matrix client for iOS.

18 Chapter 9. Riot



CHAPTER
TEN

BRIDGES
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Chapter 10. Bridges



CHAPTER
ELEVEN

GLOSSARY

Dendrite Dendrite is. ..
End-to-End Encryption (E2EE) Encryption is. ..
Federation Federation is

homeserver The homeserver is where your Matrix account lives. Homeservers store your account data and the rooms
you participate in.

Matrix Matrix is. ..

Quaternion Quaternion is. ..

Riot

Riot Web / Desktop Riot Web is...
Riot Android Riot Android is...
Riot iOS RiotiOS is...

RiotX RiotXis...

Ruma Rumais....

Synapse The reference Matrix homeserver

21


https://github.com/quotient-im/Quaternion
https://about.riot.im
https://matrix.org/docs/projects/client/riot-android.html
https://matrix.org/docs/projects/client/riot-ios.html
https://buildkite.com/matrix-dot-org/riotx-android/
https://github.com/matrix-org/synapse
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CHAPTER
TWELVE

SERVERS

Note: Currently the only usable server is the reference implementation, Synapse. Developers are hard at work on
Dendprite, Ruma, and others but they aren’t quite ready yet.

12.1 matrix-docker-ansible-deploy

If you are trying to install a Matrix server, the best way to install Synapse is using matrix-docker-ansible-deploy. In
minutes, it will give you a 100% correct Matrix installation with very little effort. You’ll get everything you need:
Synapse (the reference Matrix homeserver) configured to use a PostgresQL database, coturn for audio calls, Riof (a
nice web client), nginx, a mail server, and much more but you can easily disable any of those. This way of setting
Synapse up also has some of the best documentation anywhere in the Matrix community. If you find an easier way to
install Synapse, call me. Until then, this is the easiest.

12.2 Official Installation Guide

If you are scared of Docker or Ansible, don’t be, it isn’t that hard... but if you still are then you can install Synapse
using it’s official installation guide. Just remember that I warned you. There are going to be a lot of manual steps
you’ll need to do to get a good setup whereas the above does it all for you.

Tip: There are many other tutorials on the internet since Synapse has been around for several years. However you
should be aware that a lot changed in Early 2019 to make sure everything was production ready. If the tutorial you
are looking at was not written or updated in February 2019 or later, then you should not follow it.

Matrix User Documentation is a community run project that hopes to document Matrix from a user’s perspective. This
is not official documentation from the Matrix core team.

If you are a developer trying to make a Matrix client or server, you should check out the Matrix Spec instead.
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https://github.com/spantaleev/matrix-docker-ansible-deploy
https://github.com/matrix-org/synapse/blob/master/INSTALL.md
https://matrix.org/
https://matrix.org/docs/spec/
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CHAPTER
THIRTEEN

Where are you in the process of learning about Matrix?
1. What even is Matrix?
2. Okay, that sounds pretty cool but how do I try it?
3. I've been using Riot for a while, what else is out there?

4. I'm a pro. Where should I look next?

LET'S DIVE IN

25
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CHAPTER
FOURTEEN

INDICES AND TABLES

* genindex

e Search

Want to contribute to the documentation?

That’s awesome. Thank you. It’s all right here: https://github.com/aaronraimist/matrix-user-documentation. Fork it,
make a change, and submit a pull request.

Have questions or want to discuss it first? Join our Matrix room.

27
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